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1. Summary

This report has been developed within the framework of WP1 on “Standardisation of protocols
and methods for water-related citizen science” as stated in the Description of Action (DoA) of
the OTTERS project.

OTTERS is a CSA (Cooperation and Support Action) project funded by the European Union
through the Horizon Europe program (Grant Agreement No. 101094041). Therefore, especially
in the context of involvement of citizens, legal and ethical compliance is pivotal from the start to
the end of the project, and beyond, to achieve its aim to promote and scale up successful citizen
science (CS) initiatives in the marine and freshwater domains.

2. Introduction

The purpose of this report is to explore and outline all the relevant key legal and ethical issues,
including data protection and privacy risks and challenges, with respect to marine and
freshwater related citizen science. This report is a deliverable of the OTTERS project which
aims at promoting and scaling up successful citizen science initiatives in the marine and
freshwater domains via

1) accelerating the co-creation of standards in data collection, semantics, data quality, and data
management making sure to abide by all ethical and legal standards;

2) promoting and scaling up successful water-related CS initiatives by clustering them under co-
designed Spring-to-Sea campaigns to foster agency and increase freshwater and ocean
literacy;

3) connecting the citizen-generated data to other EU-funded projects and portals, including the
European Marine Observation and Data Network (EMODnet) and Digital Twins of the Ocean
(ILIAD) to ensure the accessibility and reuse of the data and abide by all FAIR principles;

4) demonstrating the effectiveness of citizen science in participatory research, environmental
monitoring and changing people’s behaviors to ensure the sustainability of water ecosystems
and reach the goals of the EU Water Framework Directive and UN Decade of the Ocean.

The OTTERS approach is to offer several types of coordination and support services to ongoing
EU-funded marine and freshwater initiatives with CS components and projects under other
topics in the Mission Ocean, seas and freshwater ecosystems, and other relevant missions, in
general. OTTERS will network and cluster these initiatives, enabling implementation of joint

otters-eu.aua.am | @otters_project 5
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activities, such as joint workshops, exchange of knowledge, the development and adoption of
best practices, and joint communication activities.

The execution of the OTTERS project will involve dealing with data from citizens and other
stakeholders, and the standardisation and integration of data generated by citizens and
stakeholders into existing platforms and databases. The nature of the project is cross-boundary
and the stakeholders, as well as databases involved originate from many different sectors. Both
these characteristics raise ethical concerns regarding data security, as well as legal
considerations regarding the national contexts and regulations of the stakeholders, databases
and aquatic systems involved.

This report provides a broad overview of legal and ethical frameworks to consider, with a brief
outlook on guidelines for activities that will enable the dialogue on some of the key challenges of
citizen science, including development of data collection, dissemination, and storage standards
that increase its scientific and policy value while meeting ethical and legal requirements.

3. Legal Considerations and Framework

EU policy

EU policy has established two main legal frameworks for the protection and management of
freshwater and marine resources in an ecosystem-based, holistic approach: the Water
Framework Directive (WFD)' and the Marine Strategy Framework Directive (MSFD)>.

The WFD, established in 2000, focuses on ensuring good qualitative and quantitative health of
freshwater ecosystems by reducing and removing pollution and ensuring that there is enough
water to support wildlife at the same time as human needs. It is the main law for water
protection in Europe, and it covers inland, transitional and coastal surface waters, as well as
groundwaters. In line with the WFD, EU member states are required to use River Basin
Management Plans (RBMPs) and Programmes of Measures (PoMs) to protect and restore
water bodies to good status. Good water includes the ecological, hydrogeomorphological and
chemical status of surface waters, and chemical and quantitative status of groundwaters.

T https://environment.ec.europa.eu/topics/water/water-framework-directive en
2 https://environment.ec.europa.eu/topics/marine-and-coastal-environment_en
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Annexes to the WFD also specify details in regards to monitoring requirements and the criteria
for assessing water body status, which need to be taken into consideration for citizen
involvement in data collection and standardisation efforts.

The MSFD was put in place in 2008 to protect the marine ecosystem and biodiversity upon
which our health and marine-related economic and social activities depend. It requires EU
member states to develop marine strategies in order to achieve, or maintain, ‘good
environmental status’ (GES). This is defined as: “The environmental status of marine waters
where these provide ecologically diverse and dynamic oceans and seas which are clean,
healthy and productive”.

The MSFD sets out 11 descriptors for a marine environment to achieve GES, including
maintaining biodiversity, a healthy population of commercial fish, levels of contaminants giving
no effects, and marine litter not causing harm.

Furthermore, the marine strategies are to comprise regular assessment of the marine
environment including establishing monitoring programmes, setting of targets and objects, all in
close coordination with neighbouring states at regional sea level.

Directly related to descriptor 8 of the MSFD is the REACH regulation3, the main EU law to
protect human health and the environment from the risks and harmful effects posed by
chemicals that entered into force in 2007. The regulation places responsibility on industry to
manage the risks from chemicals and to provide safety information on the substances.The
REACH regulation formulates moreover in Article 33 that consumers have the right to know
whether products they buy contain harmful substances that have been linked to serious effects
on health or the environment. This is an important consideration in citizen investigations relating
to pollution.

In addition to these frameworks, there are other laws and regulations related to oceans and
freshwater management in the context of the EU. For example, the Common Fisheries Policy
(CFP)43 is a set of rules for managing European fisheries and for conserving fish stocks. The
CFP aims to ensure that fishing is environmentally sustainable and economically viable. This
legal framework includes, for example, required multiannual plans to manage fisheries in
different sea basins, and fleet capacity ceilings per EU country to ensure a stable balance
between fishing capacity and fishing opportunities.

Three further EU frameworks are important to consider in aquatic citizen science:

8 https://environment.ec.europa.eu/topics/chemicals/reach-regulation_en
4 https://oceans-and-fisheries.ec.europa.eu/policy/common-fisheries-policy-cfp _en
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The EU Biodiversity Strategy for 20305° addresses the quality of riparian habitats/ecotones,
recognized not only as biodiversity hotspots but also as important ecological corridors for many
species in a fragmented and degraded world. Together with the Birds6 and Habitats7 Directives
they form the cornerstones of EU biodiversity policy, including key protection sites of the
freshwater and marine ecosystems. Considerations to address both in terms of the topics of
investigation of citizen projects as well as their consequences.

Ecosystems are by nature cross-boundary, this applies in particular to the aquatic
environments. Populations of animals, pollutants etc. are highly migratory and the above-named
EU policy frameworks generally only cover EU-member States. Rivers, lakes and other
freshwater bodies cross national boundaries, and Seas and Oceans bordering the EU also
border non-EU States and International waters. Most EU-member States have a complex
network of bi- or multilateral agreements in regards to biodiversity, fishing or other industrial
strategies that go beyond the scope of this document, but are important to consider in citizen
science in regions or ecosystem that cross national boundaries. International frameworks are
briefly touched upon in the section below.

International frameworks

In conjunction with EU policy, OTTERS must also consider international marine and freshwater
law. In regards to the ocean, The United Nations Law of the Sea Convention (UNCLOS), first
established in 1982, is the primary framework that sets out international law for ocean use and
sovereignty. UNCLOS introduces new legal concepts and frameworks over time to address new
concerns. The treaty has established major milestones in maritime law, some of which should
not affect OTTERS activities but need to be considered. These include:

Freedom-of-navigation rights
Territorial sea boundaries 12 miles offshore
Exclusive economic zones up to 200 miles offshore

Rules for extending continental shelf rights up to 350 miles offshore

5 https://www.eea.europa.eu/policy-documents/eu-biodiversity-strategy-for-2030-1
6 https://environment.ec.europa.eu/topics/nature-and-biodiversity/birds-directive_en
7 https://environment.ec.europa.eu/topics/nature-and-biodiversity/habitats-directive_en
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Most coastal States have negotiated agreements and established regional fisheries
management organisations (RFMOS) to jointly manage shared fish stocks and ensure
sustainable exploitation and conservation.

Coastal States are also responsible for enforcing fishery laws within their waters. In order to do
so, monitoring, control and surveillance (MCS) systems collect data and maintain databases or
platforms that should be taken into consideration in the design of citizen science initiatives.

In terms of freshwater, OTTERS needs to consider goal six in the UN Sustainable Development
Goals (Clean Water and Sanitation), which aims to achieve universal and equitable access to
safe and affordable drinking water by 2030. This involves reducing pollution in water, increasing
water efficiency, and expanding international cooperation in water and sanitation related
activities. Particularly relevant to OTTERS is the aim to support and strengthen participation of
local communities in improving water and sanitation management, as well as protecting and
restoring water-related ecosystems. Still with reference to freshwater, as watercourses are
closely connected with their territory, we will also interface with goal 15 (life on land) focusing on
riparian habitats and biodiversity.

Further regulatory concerns

Permits and Permissions: Conducting scientific research in marine and freshwater environments
often requires permits or permissions from relevant authorities. These permits may be
necessary for activities such as data collection, sample collection, or the use of certain
equipment. Researchers and citizen scientists should familiarize themselves with the applicable
regulations and obtain the necessary permits before initiating any research activities.

Environmental Regulations and Conservation: Citizen science activities in marine and
freshwater environments should comply with environmental regulations and conservation laws.
These laws are designed to protect and preserve the ecosystems and species within these
environments. Citizen science initiatives should take into account any specific regulations
governing activities such as species identification, collection, or sampling, and ensure
compliance with relevant laws to avoid negative impacts on the environment.

Health and Safety Regulations: Citizen science activities in marine and freshwater environments
may involve certain risks and hazards. Researchers and citizen scientists should assess these
prior to projects starting and comply with health and safety regulations to ensure the well-being
of all participants.

otters-eu.aua.am | @otters_project 9
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Citizen science and data protection

Citizen science is increasingly viewed as a powerful “tool for mass-scale, decentralised
knowledge generation as well as a tool for fostering citizen engagement and stewardship of the
natural environment, including the marine and freshwater domains”(see the Fresh\Water \Watch
project, for example). It can help to increase scientific literacy, complement observations,
support collaborative behavior to solve specific problems, and engage local communities in
environmental decision-making processes.

As an important form of public participation, citizen science projects and initiatives must comply
with existing legal frameworks such as data protection laws, intellectual property laws, and
health and safety regulations.

Although the legal frameworks surrounding marine and freshwater related citizen science
activities can vary depending on the country and region, the General Data Protection Regulation
(GDPR)® provides the overarching set of rules for the protection of personal data in the EU. It
applies to all organisations that process personal data of EU citizens, regardless of where the
organization is located.

In the context of OTTERS, compliance with the GDPR’s requirements for data protection
requires obtaining informed consent from participants, providing clear information about how
data will be used, and ensuring that data is stored securely and does not allow identification of
persons or other sensitive data.

OTTERS will provide clear and concise information about the project’s goals, methods, and
expected outcomes. This information will be communicated in a way that is accessible to all
participants, regardless of their level of scientific knowledge, primarily via email and web (but
efforts will be made to reach participants by phone if needed). Participants will be informed
about how their data will be used and stored, including details about the types of data that will
be collected, who will have access to the data, and how long the data will be stored. Also,
participants will be encouraged to ask questions and provide feedback throughout the project.

4. Ethical Considerations

OTTERS views full compliance with ethical standards as an essential ingredient of the activities
that will generate successful outcomes and meaningful impact. In this regard it will tap on the

6 https://commission.europa.eu/law/law-topic/data-protection en
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resources of its Consortium members and will adhere to the “Ten principles of citizen science” ’
set out by the European Citizen Science Association (ECSA), a leading partner in OTTERS.
These principles are widely recognised as a framework of standards to foster excellence in all
aspects of citizen science.

In addition, OTTERS will appoint an Independent Ethics Advisor (IEA) who will help ensure that
the project complies with ethical principles and guidelines. The IEA will contribute to activities
dealing with ethics requirements and to putting in place the procedures to handle them
appropriately. The IEA will also provide guidance on ethical issues that arise during the project
and help to resolve them. In addition, the IEA will help to ensure that the project is conducted in
a way that is respectful of the rights and dignity of all participants.

The key ethical considerations in OTTERS will include:

1. Informed consent: Participants will be fully informed about the goals of the project, the
risks involved, and their rights as participants. They will also be given the opportunity to
withdraw from the project at any time.

In practice, this means that the OTTERS consortium members will provide participants with a
clear and concise explanation of what the study involves, including what data will be collected
and how it will be used. Participants will also be informed about any potential risks associated
with participating in the study, such as risks to their privacy or safety. Finally, participants will be
encouraged to ask questions and have those questions answered before deciding whether or
not to participate.

2. Data privacy: Participants’ personal data will be protected from unauthorised access or
use.

Data privacy (the protection of personal data from unauthorised access or use) is an important
consideration in citizen science projects.

In the context of the OTTERS project, this means that participants’ personal data will be
collected and stored securely and will only be used for the purposes for which it was collected.
To ensure data privacy, OTTERS will take steps to protect participants’ personal data from
unauthorized access or use. This includes for example that the OTTERS consortium will ensure
that only authorized personnel have access to participants’ personal data, to use wherever
possible data collection and storage methods that minimize the amount of data collect and/or

7 https://www.ecsa.ngo/ecsa-guidelines-and-policies/
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have been shown to be effective at protecting participant’s personal data Pseudomysation or
anonymisation of data will also be considered if advantageous or necessary. This is of particular
importance in situations where citizen collected data directly identify problems (e.g. polluters)
and could potentially fear or actually be exposed to retribution.

3. Data quality: Data collected by participants will be of high quality and accuracy.

One of the main concerns with citizen science is the potential for compromised data quality.
Since citizen scientists may lack formal training and expertise, there is a risk of inaccurate or
unreliable data being collected. This can pose challenges for researchers who rely on high-
quality data for their studies. It can also mean that data are not reusable or interoperable (i.e.
can be used by other systems/databases) for follow-up campaigns or long-term monitoring
efforts. One way of dealing with such caveats is the training of participants to enhance their
scientific literacy, and to increase the data contextualisation (metadata descriptions, ownership
of data, and future accessibility through open data and open data standards, values to which
OTTERS is committed. Data quality is an important consideration in OTTERS, and the
consortium will strive for high data quality and accuracy to ensure data are useful and
interoperable. Bias and Sampling Issues: Citizen science projects often rely on volunteers who
may not represent a diverse cross-section of the population. This can introduce bias into the
data, leading to skewed results that may not be representative of the broader population.
Additionally, citizen science projects often have limited geographic coverage, which can further
limit the generalizability of the findings.

To ensure data quality, the OTTERS consortium will provide participants with clear instructions
on how to collect data and, if required, training on how to use any equipment or tools required
for data collection. Adequate spatial and temporal coverage in relation to project life are often
the main challenges for data quality in citizen science projects, and these should be addressed
by standardized QA procedures.

OTTERS partners will also establish quality control and data verification measures to ensure
that data collected by participants is reliable and free from errors. This may include using
multiple participants to collect data, assigning different level of scientific expertise or using
statistical methods to identify and correct errors in the data.

otters-eu.aua.am | @otters_project 12
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4. Data ownership: Participants will have a say in how their data is used and shared.

Data ownership implies that participants will have a say in how their data is used and shared.
This means that the OTTERS consortium will take steps to ensure that participants are informed
about how their data will be used and who will have access to it. All previous precautions
mentioned under ‘Informed consent’ and ‘Data privacy’ also apply here. Researchers, decision
makers, citizen scientists and other stakeholders may also have conflicting interests in terms of
the research process or towards (potentially sensitive) data that are collected or extracted from
individuals or the community, that may have unintended harmful consequences for the
community.

OTTERS will provide contact details of members from the consortium, to ensure that
participating citizens have a way of communicating thoughts and concerns about their data.
Furthermore, OTTERS encourages co-creation as much as possible, and aims to address such
issues even before implementation of projects or before data are collected.

5. Environmental impact: OTTERS will not have a negative impact on the environment or
wildlife.

OTTERS will create positive environmental change through key pathways such as evidence for
policy, behavior change, political advocacy, and community action.

Moreover, to ensure that OTTERS does not have a negative unintended impact on the
environment or wildlife, the Consortium will take steps to minimize any potential negative
impacts. This may include designing activities that are focused on non-invasive data collection
methods, or using data collection methods that have been shown to have minimal impact on the
environment.

Some of the common concerns that OTTERS will need to consider in our activities are:

e Protection of habitats and biodiversity

e Carbon emissions

e All forms of pollution - chemical pollution, plastic and physical pollution, noise pollution,
light pollution

e Deoxygenation - fertilisers and climate change can reduce oxygen in the oceans

e Surface runoff of any chemical/harmful materials into oceans, seas and rivers

OTTERS must also be aware of sustainability and effect on the environment in a broader sense.
This includes, for example, methods of travel to in-person meetings and workshops, avoiding
the use of non-sustainable materials for catering, recycling where possible, etc.

otters-eu.aua.am | @otters_project 13
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6. Scientific integrity: OTTERS will adhere to scientific standards of rigor and
transparency.

OTTERS will abide by scientific standards of rigor and transparency by following good practices
and guidelines. It will consistently seek to maximize the quality of the data collected by using
data collection methods that have been shown to be effective at collecting high-quality data.

As part of ensuring scientific standards, OTTERS will ensure that it abides by FAIR principles
when managing data. This means that the data will be easy to find (both for humans and
machine-readable), are easily accessible, interoperable (can be integrated with other data), and
reusable.

7. Social justice: OTTERS will be inclusive and accessible to all members of society.

OTTERS aims to be inclusive and accessible to all members of society, and the
Consortium will take steps to ensure this. This may include providing participants with
training on how to participate in the project, or providing participants with feedback on
how their participation is contributing to the project.

Some of the key areas that OTTERS will address include:

- Inclusivity and Diversity: Citizen science projects should strive to engage participants from
diverse backgrounds, including underrepresented communities. This requires intentional
outreach efforts to ensure that traditionally marginalized groups have the opportunity to
participate and contribute their perspectives and knowledge. Inclusive practices can help
address historical inequities in scientific research and empower communities that have been
historically excluded. Within OTTERS, and when organizing citizen science activities, the project
will follow EU policy and guidelines on diversity and gender equality, as well as the diversity and
equality policies of the project partners. See the European Commission Gender Equality
Strateqgy for 2020-2025 and Horizon Europe's Guidance on Gender Equality Plans for further
information.

- Indigenous Rights and Traditional Knowledge: In areas where indigenous communities have
rights and jurisdiction over marine and freshwater resources, it is important to respect their
rights and traditional knowledge. Collaboration and engagement with indigenous communities
should be done in a culturally sensitive and respectful manner, ensuring that their rights,
knowledge, and interests are recognized and protected.
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- Equity in Decision-Making: Citizen science initiatives should promote equitable decision-
making processes. This involves involving all stakeholders, including community members, in
project planning, design, and implementation. Meaningful engagement allows for the
incorporation of diverse perspectives and ensures that power dynamics are acknowledged and
addressed.

- Addressing Environmental and Health Disparities: Citizen science can play a crucial role in
addressing environmental and health disparities that disproportionately affect marginalized
communities. By involving community members in data collection and analysis related to their
local environments, citizen science projects can shed light on issues such as pollution, access
to resources, and health outcomes. This can help inform evidence-based policies and
interventions to address these disparities.

5. Conclusion

OTTERS places a great emphasis on compliance with existing legal and ethical frameworks,
including those relevant to citizen science,research and data (e.g. GDPR, FAIR principles,“Ten
principles of citizen science”) as well as those specifically in relation to the freshwater and
marine environments (e.g. WFD, MSFD, UNCLOS).

The next steps will be to appoint an Independent Ethics Advisor (IEA), who will help ensure and
oversee that the project complies with ethical principles and guidelines, and to elaborate a
detailed Data Management Plan (DMP). The legal and ethical considerations set out in this
document will underpin and inform all work moving forward in the project, and all consortium
members will consider and abide by these frameworks when undertaking activities.
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